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SmoothGrad
�Averages gradients from Gaussian noisy images to alleviate noises in 
gradient explanation



Visualization results
�Generate Sensitive map through SmoothGrad method
�AT-CNN models successfully capture the shape information of the object, 
providing a more interpretable prediction
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Generalization performance: Stylizing images 
�Test model accuracy on stylized images through style transfer network 

�AT-CNNs achieve higher accuracy on stylized ones with textures being 
dramatically changed.
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Generalization performance: Saturation 
�Test model accuracy on saturated images 
�AT-CNNs performs better on saturated images,
  reveals AT-CNNs are less sensitivity to texture loss.



Generalization performance: Patch-shuffing 
�Test model accuracy on patch-shuffing images.
�AT-CNNs performs worse on shuffed images,
  reveals AT-CNNs are more baised towards shapes and edges.



Summary 
�From both qualitative and quantitative perspectives, The paper 
implemented a systematic study on interpreting AT-CNNs and normal CNNs.
�AT-CNNs are less sensitive to the texture distortion and focus more on 
shape information
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Background
● DNN is vulnerable and complicated
● Want to see that how attack works exploit the model
● To show the connection between attack’s strength and neuron’s activation 

patterns



Bluff
● URL:https://poloclub.github.io/bluff/
● INCEPTION V1
● 4 Goals

○ Untangling activation pathways
○ Interpreting multiple pathways
○ Comparing attack characteristics
○ Lower barrier of entry for interpreting and deciphering adversarial 

attacks

https://poloclub.github.io/bluff/


Demo - Overview
● Provides 5 case to test
● Green: Important neurons in

original class 
● Orange: Important neurons in

both classes
● Blue:  Important neurons in target

class
● Red: Important neurons for adversial image



Demo - Attack
● Method: FGSM/PGD
● Attack strength
● Able to compare two attacks

in same method but with
different strength



Demo - Graph Viewing
● Choose to show 

full/pinned/highlighted graph
● Modify the percentage of highlighted

neurons/connections
● Shows the neurons that are most

activated/changed/excited/inhibited
by attack



Demo - In one neuron
● Connection: shows that where the

data is from and where to go before
and after the nueron 

● Pictures: the left one is feature of
the neuron and the right one is
example dataset

● Chart: the realationship of strength of the attack and the activation 
pattern to original and target images



Summary 
�Bluff shows how the neurons act when an adversarial attack occurs, but it 
has fixed to the example it provides, so it would be more practical if there is 
more space for user to select their own original and target images.
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Outline
● Model visualization

○ CAM-type method(CAM)
○ pixel sensitivity map(IG)

● Interpretability-Aware Robust Training
● Experiments

○ forseeen attacks
○ unforseen attacks
○ attacks against interpretability



Model Interpretation method - CAM

-CAM(class activation map):averages each feature map 

-GradCAM:use gradient of the classification score w.r.t feature as weight.



Model Interpretation method - IG

- IG(integrted gradient):
  similar as SmoothGrad, change gaussian noised images with interpolations   
between input x and a baseline image a.(usually pick zero vector as a)
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Intepretability-Aware Robust Training
� adversarial examples that intend to fool a classifier could find it difficult to    
evade interpretation discrepancy
� interpreter is quite sensitive to input perturbations



Intepretability-Aware Robust Training
� adversarial examples that intend to fool a classifier could find it difficult to    
evade interpretation discrepancy
� This paper proved that this proposed interpretation discrepancy has a 
perturbation independent lower bound for any successful adversarial attacks.

CAM satisfies the 
completeness axiom

classification margininterpretation discrepancy



Intepretability-Aware Robust Training
�adversial examples are hard to fool interpretation discrepancy, so 
constraining it helps to prevent misclassification.
�take intepretation discrepancy into training loss 

misinterpretation(Int) 

misclassification(Int2)

 training loss worst discripancy



Experiment:PGD Attacks

�tested robustness against PGD attacks on
  intepretability aware robust trained model
 

 

normal training



Experiment:unforseen Attacks
�tested robustness against unforseen attacks on
  intepretability aware robust trained model
 

 



Experiment: Attack Against Interpretability(AAI)
�tested robustness against attack against interpretability on
  intepretability aware robust trained model

 

 
high discripancyunchanged prediction



Summary
�This paper theoretically and empirically that it is difficult to hide adversarial 
examples from interpretation.

�This paper develops a interpretability-aware robust training method that 
displays both high classification robustness and high robustness of interpretation.


