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Gartner Hype Cycle and loT, July 2015

Emerging Technology Hype Cycle

‘ Advanced Analytics With n |—
Self-Service Delivery ee

Internet of Things

Speech-to-Speech Translation

@ Machine Learning

Smart Advisors @

@ Wearables

.
@ Cryptocurrencies

Micro Data Centers @
Digital Dexterity .
Software-Defined Security ‘

Neurobusiness @
Citizen Data Science @

loT Platform

Co oo
Affective Computing @
Smart Robots @
3D Bioprinting Systems g
for Organ Transplant ,.
Volumetric Displays @
Human Augmentation @
Brain-Computer Interface @

Quantum Computing ‘

Expectations

. Bioacoustic Sensing
. People-Literate Technology

. Digital Security
‘ Virtual Personal Assistants

/. Smart Dust
. Peak of
Innovation
Triaaer Inflated
99 Expectations

Years to mainstream adoption:

@ less than 2 years ® 2to5 years

http://www.gartner.com/newsroom/id/3114217

@ Consumer 3D Printing
. Natural-Language Question Answering

@ Hybrid Cloud Computing

L Enterprise 3D Printing

~

7~ ¢
.‘ L Gesture Control

/ L L Virtual Reality
[ Autonomous Field Vehicles

L Cryptocurrency Exchange

@ Augmented Reality

As of July 2015
Trough of Slope of Plateau of
Disillusionment Enlightenment Productivity
V
Time
. 5to 10 years @ more than 10 years 0:0 obsolete before plateau
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Smart Applications using loT
Making Things Smart

» Internet of Things (loT) can be used to build many smart applications

« Smart Wearable

Smart Living

e Smart Home

e Smart Building

« Smart Factory

« Smart Transportation

« Smart Cities
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Who’s who?
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(Wireless) Sensor Networks
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(Wireless) Sensor Networks
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Cyber-Physical Systems
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Cyber-Physical Systems

Forward Vision System

'Short-Range — Lane tracking
' Blind-Spot — Object detection

~ Sensors - Far IR capability /A
| m—— 4
’%mﬂ“r/r

Range 1] Scanmng

Senso : N
Long- \/l | = Sensor
Range \ = . .‘ } 7 . ;;::_‘: 3 oG

Sensors

Rear Vision System Enhanced
- Object detection Digital Map
- Far IR capability System
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Internet of Things (loT)

WAN/Internet
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Internet of Things (loT)
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Machine-to-Machine Systems
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Applications (Verticals)
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Challenges of loT Development
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Challenges

» loT application is still hard to develop.

PHILIPS

« Look at many kickstart projects

Turn on lights

» Hardware platforms are not well-supported.

» Programming loT needs both HW and SW expertise

distributed computing, and cloud computing. ©

» Distributed device management is a nightmare.

Smart
Power Strip

Tum On/Off any plugged appliances in many ways

Mobile devices Schedule Home Aufomation sensors

.‘ﬁ

7:30PM ON

9:30PM OFF
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Challenges of loT systems

» Diverse Hardware Environment

In future M2M systems, there will be many devices and platforms for hardware and software

components.
» Evolving System Architecture

M2M systems are deployed to serve for many years; the hardware and software components will

evolve over time.
» Dynamic User Needs

During the lifetime of machine-to-machine systems, users served by a system may change their

needs, due to context, preference, lifestyle, etc.
» Service Composition Capability

New services may be flexibly composed by the system components to add new capabilities

integrating existing and new system components to create a new architecture.
» Multiple Objective Optimization

The system middleware is to provide the best solution for multiple objectives such as comfort,

energy consumption, reliability, and responsibility.
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Current M2M development

» Many current M2M systems are developed
- in a low-level language
« from the node’s perspective

« “Current designs favor architectures where the WSN stack is highly application- or

even deployment-specific, rather than application-agnostic as usual.™

» Reasons:

« Resource constrained nodes (MSP430, ATmega)

« Lack of OS support (Tiny OS)

« Often developed by “WSN geeks™
» Results:

« Labour intensive, long development cycles

« Error prone, developers need to consider error handling well

- Static networks, difficult to adapt to changing conditions, or changing gqy'ilrementgb
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WuKong: Intelligent Platform for Machine-to-Machine

OONEWSLab
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Wu-Kong : Project Goals

® The project is to build an Intelligent Virtual Middleware that

can
1. recognize and adapt to user context and needs;
2. configure or transform devices into service components;
3 . deploy the most effective yet least expensive solutions;
4. conduct all of the above capabilities dynamically and remotely.

e Wu-Kong promotes a new M2M programming paradigm:

developers should concentrate on high-level functional flows, instead of
low-level sensor coding.
(The name Wu-Kong comes from a heroic character, also known as the Monkey King, in the Chinese
epic novel Journey to the West,
—born from a stone, acquired super powers through teachings of many masters.
—Wwas a trouble maker, but was captured and condemned under a mountain.

—became a loyal guard of a monk travelling to the western heaven. )
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Roles in a WuKong System

» Human Entities

« Application developer: builds programs using a flow editor

« Device installer: builds NanoKong (tiny firmware+JVM), sets up device

configuration, and deploys it on the network

« M2M user: informs Master the user requirement and policy
» System Entities

« Flow-based program (FBP) Editor: used by developer to create an M2M application

« Network Base Station: used by installer for enabling device node connection to the

network

« WuKong Master: contacted by user before running an application, will discover
devices on network, map FBP components to devices, and deploy the code (for

functionality and communication link) to node
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Wu-Kong : User’s Perspective

Master

Application

Communication Media

~ Human

<—— Broadband

PO Wireless

Infrastructure Provider

User (naive and demanding)
eSends the request (via some user interface) to apps
eDefines context and high-level policy

Apps (running on user device and/or cloud) Master (coordinator for WSN)
- Interact with user eHas computing power to make coordination
- Have access to unlimited computing power and decisions
intelligence eConnects WSN to outside (as one of the Gateways)
Nodes (sensor devices)
Gateway (Cohort for Master) ePhysical world sensing and actuating
eprovides extra computing/connection eNeed only limited computing power to sense/send
eprovides backup coordination data
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A New Paradigm: Tri-Framework on M2M development cycles

Device

Service &
Device

Update Device
Idenftification
Progression ?

Proposed M2M

Service
Deployment

Definition

Composition

o Lab
SOUNEWS

RARNRHERREEERET



Wu-Kong : Software Perspective

» Tri-Framework approach

» Profile Framework (abstraction for heterogeneous nodes)

« Device classes (capabilities): discover, share and control
« Heterogeneous and virtual sensor sharing

» Policy Framework (adaption for M2M context)

« Configuration decision and constraint optimization
« Configuration <-> fault tolerance, security, trust

» Progression Framework (embedding intelligence in M2M)

Palic
R 4

. Sensor to Master to cloud distribution and coordinaticn Profile T Frogress

« Tools for application access and control anywhere, anytime

d

ion
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Wu-Kong : Master’s Perspective

CSIE_R513

New Mode  Select Mode
Mode : standard

Comfort @ Home

CSIE_R513

New Mode | Select Mode
Mode : standard

Flow-Based Programming allows domain experts to easily put together M2M data and
control flows by connecting functional components to produce results & actions.

Given a user context, VWu-Kong is to discover the sensors and devices in the target
environment, select the most desirable sensors to use, and automatically decide mapping

from components to devices,

From the flow-based program (FBP), Intelligent Compiler generates the actual (Java) code to
be loaded on selected sensors and networks to provide networked services, and deploy

codes as required in FBP.
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WuKong : Profile Framework

» To configure an M2M network, Master needs to determine what resources are

available on a sensor device.
» Master-device protocol has three phases:
« Determine what devices are on the network
« Determine what those devices can do (profile)
« Determine what those devices should do

» After Master has "discovered” devices and queried them, the profile framework

on each device provides:
« \What resources are available on the device

« Away to access and configure those resources

(&} Lab
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Wu-Kong : Master’s Perspective

Given logical flows that have been defined, they must be mapped to some
physical networks of nodes/sensors for execution.

We have built Master for that.

ThermostatController1 O
Thermostat Controller
Set Temperature 25
/
TemperatureSensorl O
Temperature Sensor

Sampling Rate |

Current Tempetature

Candidatel,1

WucClass 1

Thresholdl
Threshold O

Current Operator Lte|
Current Threshold §|
18

Input

Heater1
Heater O

On OF true|

Qutput [ ——
J

\

WuClass 3 |
HHass Cost: C3; 4

Constraints:

‘01 2
Q 31,41, Q 31,41

WucClass 2 iﬁ

’I> Physical
WuClass 4
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Wu-Kong System Architecture

\

\————
\

B -
vironmen

Deploy Enh

7
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On Devices

WuClass
Applications

Java Virtual
Machine

Native Profiles

cccccc

Bootloader Communication
Sub-System
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Wu-Kong System Building Steps

1. Build intelligent sensor devices using NanoKong
1. Sensor classes (capabilities) are defined and selected for NanoKong
2. JVM and device networking support are also included

2. Build flow-based programs using IDE

1. Program components are selected from a component library and linked

together
2. IDE is used to build an application flow structure and export in XML
3. Build a working M2M using WuKong Master
1. User sends the flow XML to Master to define the application flow

2. Master discovers sensors remotely, maps them to flow components, and

deploys the codes to all sensor nodes

(&} Lab
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Each sensor device is loaded with
native support, specific node info,
and Master protocols

WUKONG WORKFLOW 5.0

Import compon}nt definitions

\
|

Kong Definitions
I N N Ny

C Constant
Definitions

\ Flow-based
Java Cgpstant Programming
Definitions IDE

—i

-«

NanoKong

\

Export FBP as| WuKong XML

- Source code
[ | Generated files
- End result

Master

<

Map names to IDs

Translate FBP to Java
Sensor

Reposito

Link required
virtual WuClasses

Discovery
Result

Discovery

-y
- il s

-~ -
e - iR \\?\
,' —/7 Network / \
: )
Devi'e Set Up and Installation \\ — ll
N ’
I o RS

Y

---------’

~ -
N -
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Building NanoKong Platforms

» Every node must be statically pre-loaded with native profiles for sensor device

drivers, communication support, as well as JVM.

» Functionality beyond the device's native hardware design can be added by
uploading software function code on a device. Such a functionality is referred as

an virtual profile (in Java code)

. ™
Component Links

Java

Virtual Profile 1 VP2

JVM Native Profile 1 NP2

\

Property/Security Framework

NanoKong

Master Protocol Communication

(& Lab
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NANOKONG VM CODE SizE (NANOVM)

Memory requirement: 25K Flash, 2K RAM

5604

VM
VM
VM
VM
VM
VM
VM

VM

Application
Application

Application

Core JVM

Communication (ZWave+Zigbee)
Profile Framework

Native Profiles

AVR Specific 10

String operations/user 10

Total

Total compiled

Home automation application (native)
Native Threshold WuClass (C)

Virtual Threshold WuClass(Java)

d

7564

4244

632

3630

950

22624

20824

413

199

330

o
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NANOKONG VM CODE SIZE (DARJEELING)

Memory requirement: 75K Flash, 2K RAM

VM
VM
VM
VM
VM
VM
VM

VM

Application
Application

Application

Core JVM
Communication (ZWave)
Profile Framework
Native Profiles

AVR Specific 10

String operations/user 10
Total C code

Total

Home automation application (native)
Native Threshold WuClass (C)

Virtual Threshold WuClass(Java)

d

27770
2965
8032
1379
3445
14698
47736

74856

576
199
330
SOINEWS
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Wu-Kong System Building Steps

2. Build flow-based programs using IDE

1. Program components are selected from a component library and linked

together

2. IDE is used to build an application flow structure and export in XML

(&} Lab
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1. We have created a
component library that
includes all native and virtual

profiles. \/,
/4

2. The component library is

inspected by developers,
” mm’m—"}"t o and drag-and-dropped

) )
usin IDE
Flow-based A/ g

Programming

I

|
g I IDE I
Export FBP as| WuKong XML I

|

\

Master -

Discovery Discovery
Result

Map names to IDs
Translate FBP to Java

Sensor
Reposito

L//J Network
Topolog
—FT N

Link required Application.java

virtual WuClasses

o A
~ Network )

Device Set Up and Installation h xﬁ
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Wu-Kong System Building Steps

3. Build a working M2M using WuKong Master
1. User sends the flow XML to Master to define the application flow

2. Master discovers sensors remotely, maps them to flow components, and

deploys the codes to all sensor nodes

(&} Lab
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WUKONG WORKFLOW 5.0

- Source code
|:| Generated files
- End result

e

Kong Definitions

Java Constant
Definitions

Import oompon}nt definitions

Flow-based
Programming
IDE

1. Master initiates the
discovery to look for all

C Constant
Definitions

connected devices and
queries their NanoKong for
the profiles supported.

Export FBP as| WuKong XML

~

--—”

Link required
virtual WuClasses

Device Set Up and Installation
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WuKong : Profile Framework

» A standard component library defines the components we use to create

the FBP
Threshold1 O
. . . Threshold
« Represents some kind of functionality Current Operstor __Lte
Eth h d ft -ICumtent Threshold i: Il:lleatterl 0
) M Inpu ealer
I .er aragware or sofrtware o&put T . —
« Defines ) '

- an interface as a set of properties
- a method to run, either periodically, or when the input changes

FBP links connect component properties

» The profile framework takes care of

telling the master what components are available on a node
creating new instances of components and links between them
propagating changes between linked properties

invoking the component’s method

(&} Lab
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WuKong : Profile Framework

» Some examples
« Alight sensor (hardware)

e Athreshold (software)

<WuClass name="Light Sensor" id="5" type="hard">

<property name="current value" datatype="short" access="readonly" />

<property name="refresh rate" datatype="refresh rate" access="readwrite" default="10" />
</WuClass>

<WuClass name="Threshold" id="1" type="soft">
<property name="operator" datatype="ThresholdOperator" access="readwrite" default="1t" />
<property name="threshold" datatype="short" access="readwrite" default="30" />
<property name="value" datatype="short" access="readwrite" default="20" />
<property name="output" datatype="boolean" access="readonly" />
</WuClass>

<WuTypedef name="ThresholdOperator" type="enum">
<enum value="LT"/>
<enum value="GT"/>
<enum value="LTE"/>
<enum value="GTE"/>
</WuTypedef>

O Lab
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Native vs. Virtual Components

® Most device profiles are defined and pre-loaded to access a device's
fixed native hardware

® Functionality beyond the device's native hardware design can be
added by uploading software function code on a device.

|"

e Such a functionality is referred as an “virtual” profile

—This profile isn't (directly) tied to the node's hardware
—It is implemented in software (Java bytecode)
® In this way virtual sensors can be implemented, e.g. combining data
from different sensor sources into a new 'sensor’.
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WUKONG WORKFLOW 5.0

- Source code
- Generated files
Import component definitions l:l
- End result

Kong Definitions

C Constant
Definitions

Flow-based 1. Master initiates the
Pm:g’,'_:'ming discovery to look for all
connected devices and
queries their NanoKong for

Java Constant
Definitions

Export FBP as| WuKong XML

— the profiles supported.
Master |< m——————
'— - -y | g ~
7 Discovery Discovery %,
/ Result \
I Map names to IDs ‘|
I Translate FBP to Java ST 1
1
I Application.i Reposito ',
Link required pplication.java N K
virtual WuClasses J L_/'/J S 'l'::)et(\),{gk 7
I v : = p.-———"”
I T N \
I I Upload / /\
| = Network )

) —_— ‘\\’\\7\K 7
Device Set Up and Installation 4

2. Master uses map%g
algorithms to selects
different devices for a FBP,
and upload the codes
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LED

Light_Actuator
Light_Sensor
Logical
Loop_delay_boolean
Loop_delay_short
Magnetic_Sensor
MathOp

New_Class
New_Class_2

| Edit Component || Import || Del || Link || Save || Delete Page || _first_

Eow value

high value
output

refresh rate

current value |

current value |

nput1
nput2

utput
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Sensors, Actuators and WuDevices

low value
high value
output
refresh rate

operator
; hreshold
“Dvalue

owtput

urrent value
refresh rate

e PR L
Wudevice 1. VWudevice PIR
- Sensor

current value
refresh rate

Wudevice
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Self-reconfiguration to handle fault

» Self-reconfiguration is a must-have feature for managing large-scale M2M
systems.

» Fault Tolerance Policy defines how WuKong master handles the faults:

« When the system is deployed, the Master checks if fault tolerance requirement

can be fulfilled.

- Example: to provide services and allow at most n simultaneous failures, the

system should have at least n+1 candidate nodes to deploy the services.

« During the run-time, the master handles the faults according to the given policy.

- Example:

- Policy: there should be at least one temperature sensor within the study
room

- Remapping temperature service from a failure node to a health node.
Lab
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o) Wukong Node Editor Landmark Editor Applications WuClass Designer

Application: Bedroom

Application Editor Deployment

And_GCate

Binary_Sensor
Condition_selector_boolean —
Condition_selector_short - :
Fan

| Edit Component || Import || Del || Link || Save || Delete Page || _first_ :

rrent value
Generic
Ch_Sensor §
If_boolean
I1f_short
LED

low value
high value
loutput

refresh rate

current value |




O Wukong Node Editor Landmark Editor Applications WuClass Designer

Application Editor | Deployment

L3

Processing [




O Wukong Node Editor Landmark Editor Applications WuClass Designer

Application: Bedroom

Application Editor | Deployment

Current Nodes -1l Deploy

L3
# WuObject Name Node Id Port Number
0 Slider 4 3
1] Light_Sensor 4 2
2 Threshold 4 5
3 (Virtual) And_Gate 2 13
4 PIR_Sensor 4 1

5 Light_Actuator 2 1
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Think Logical; Let Master Get Physical

» M2M Paradigm Shift: Think Logical; Let Master Get Physical

« Sensor applications should be re-usable by different sensor devices and users
« Users should have the freedom to choose the devices they want to use.

» WuKong provides an open system for developers to build and
users to adopt new sensor applications.

» We want to make both user’s and service provider’s lives easier.

« For users, we want to allow different types of applications, under various
context and policies, to be easily configured and deployed on a set of sensors

« For service providers, we want to make M2M operations simple and flexible to
improve industry’s operational cost
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