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Well-Known Port Number

=l Port Number =R Port Number
Application Application

20 (data) /

21 (command) HTTP 80 /8080

SSH 22 HTTPS 443

POP3 (mail client

Telnet 23 110
-> server)
SMTP (mail IMAP (mail client
25 143
server->server) -> server)
DNS 53 NFS 2049
DHCP 67/68 PPTP (VPN) 1723

https://en.wikipedia.org/wiki/List_of _TCP_and_UDP_port_numbers



UDP: Connection-less Transport

source destination
O O O O
link layer = link layer - link |
: : in ink layer
° SlmpleSt deSIQH checksum no checksum checksum

 Header has only 4 fields:
Source and destination port numbers
Length
Checksum

 Why do we need checksum for end-to-end connections?

Possible: no bottom layer protocol does it
IP only has header checksum (no data checksum!)
Layer 2 COULD have NO error detection scheme (though most do)

Could be caused by relaying hosts (router / switch)
(e.g., memory corruption)



TCP: Reliable Transport

o Why?
IP is NOT reliable

Lost packets, erroneous packets
No idea about latency - varying over time

e Basic ingredients:

Error detection: verity checksum

ACK or NACK:
notity the other side whether a packet is correctly received
(ACK contains the highest sequence number of the packet correctly received)
Re-transmission: if not, do it again
Seguence number:
check for missing or redundant packets, re-ordering
Time-out: estimate the latency. If not received within a time period, then do it
again.
Need an accurate estimation of round-trip time (RTT). What if it is too short or too
long?



TCP: Pipelined Transmissions
No pipelined TX Pipelined TX

Sender . . Receiver .
Transmission time Sender o . Receiver
Transmission time
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TCP Designs

* Round-trip time estimation: moving average
EstimatedRTT=0.875 * EstimatedRTT + 0.125 * SampleRTT
DevRTT=0.75"DevRTT+0.25" |SampleRTT — EstimatedRTT]
Timeoutlnterval=EstimatedRTT+4*DevRTT

e Flow Control

Make sure the bufter at the receiver is not filled up

(the top layer is too slow)

Receiver will provide the information of the remaining size
of the bufter = receive window

Transmitter makes sure that the transmitted data will not
exceed the size of the receive window



TCP Designs

* Connection Management
Establish: SYN (Client initial sequence number) 2>SYN-ACK ->ACK
End: FIN=>ACK

* Congestion Control

A& —REZEARackiVT B TSR AR IR E ZEE
BiE > EEHT > FMEERE
INZEIACK > BlERYAREE > EINEERE
Slow start: e 1FR, & I2HIEBIN(2X)—R ] LAMBEIERackE EIEEX
Congestion avoidance: #8i&—1{E45E HJthreshold (ssthresh)ig » —
Rhn—{E>RackE BI&X
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TCP Congestion Control

Read: https://flylib.com/books/en/4.245.1.75/1/
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DNS



DNS (Domain Name Service)

» — 5 Btk <Z: 528 A IPRIRTS

» B RAVES RIS AR
Domain name -> IP (type A):
ntucsv.csie.ntu.edu.tw -> 140.112.30.28

@domainnamefdmail server (type MX):
csle.ntu.edu.tw -> ms.csie.ntu.edu.tw

Domain name -> domain name (type CNAME):
www.csie.ntu.edu.tw -> ntucsv.csie.ntu.edu.tw

IP -> domain name (type PTR)
140.112.30.21 -> csman.csie.ntu.edu.tw

» AIAZEE S IBINFISERE DR

Fa0www.google.comiJAIEE] T 61 P!
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http://www.google.com

ﬁK%EEE%ntu edu.tw
==
5.

twHI 23

Root DNS

csman.csie.ntu.edu.tw tw NS

L ocal DNSH! (Top-level Domain
e HEE) DNS server)

edu.tw
(Authoritative DNS Server)

.ntu.edu.tw
(Authoritative DNS)

HEesTFEntu.edu.tw
www.ntu.edu.tw=x.xX.X.X



DNSHIAHER

» AR local DNSA B FEFE#HEEIAIdomain » BIIF] AE 1%
O] '?E o

BI4N140.112.30.21 N R E B www.csie.ntu.edu.tw
» Local DNSAIAEF ZRIEHBRIEER o
TERAGHEEEEDNS server R AR EIE -
FEETEDNS server FHACTFRER B EERNTTLE » FRE R IA
WETFZAX o
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DNSHUE RS

Five types DNS attacks:
https://brightsec.com/blog/dns-attack

DNS Amplitication attack:
https://blog.cloudflare.com/deep-inside-a-dns-
amplification-ddos-attack/

Cache poisoning / DNS hijacking (sol: DNSSEC)

TCP SYN floods
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https://brightsec.com/blog/dns-attack
https://blog.cloudflare.com/deep-inside-a-dns-amplification-ddos-attack/
https://blog.cloudflare.com/deep-inside-a-dns-amplification-ddos-attack/

= FHDNSIES

* Examples:

 dig @8.8.8.8 -t MX csie.ntu.edu.tw

 dig @140.112.30.21 www.csie.ntu.edu.tw

:; ANSWER SECTION:
WWW.CSle.ntu.edu.tw.

;3 AUTHORITY SECTION:
csie.ntu.edu.tw.
csie.ntu.edu.tw.
csie.ntu.edu.tw.

;; ADDITIONAL SECTION:
csman.csie.ntu.edu.tw.
ntuns.ntu.edu.tw.

csman2.csie.ntu.edu.tw.

140.112.30.28

csman2.csie.ntu.edu. tw.
ntuns.ntu.edu.tw.
csman.csie.ntu.edu.tw.

140.112.30.21
140.112.254.6
140.112.30.12



http://csie.ntu.edu.tw
http://www.csie.ntu.edu.tw

NAT



Check all the connections

* netstat:
print network connections, routing tables, and interface
statistics

 Example:
netstat -na --inet
(list connections on all interfaces, using numerical
addresses, listing only IP connections)
netstat -s (print the statistics)
netstat -i (list interface statistics)



NAT (Network Address Translation)

FIEES
- N\ HEEZl8.8.8.8 (SNAT)
- BB EEE5%31192.168.0.4 (DNAT)

| NERFE: 192.168.0.2
| 5rc:192.168.0.2 FERE: 140.112.91.208

Dest: 8-80808 /
" e Src: 140.112.91.208
. Dest:192.168.0.2 g
Je dovamravuoiveis I\
// Src: 8.8.8.8
Dest: 140.112.91.208
3: 192.168.0.4
A ERFEFT
h#:192.168.0.254
3: 192.168.0.5

a port or port number is a number assigned to uniquely
identify a connection endpoint and to direct data to a specific service.



NAT (Network Address
Translation) - S-NAT  |#%%;

- HN\THEEZR8.8.8.8 (S-NAT)
(192.168.0.2 port 18442 —> 140.112.91.208 port
28473 —> 8.8.8.8 port 53)

-0d

1
t

eth0: 192.168.0.2

2

Src: 192.168.0.2 port 18442 _
Dest: 8.8.8.8 port 53 ethO (public IP): 140.112.91.208 /
EE 470 Src: 8.8.8.8 53 Src: 140.112.91.208 port 28473
——  Dest: 192.168.0.2 18442 Dest: 8.8.8.8 port 53
eth0: 192.1i |
// Src: 8.8.8.8 port 53
ethO: 192.168.0.4 Dest: 140.112.91.208 port 28473

port 80: listening (httpd)

ethl (private
IP):192.168.0.254

A

eth0: 192.168.0.5




NAT (Network Address
Translation) - D-NAT  [##

0

=

-
e

- BB EEIEE192.168.0.4 (D-NAT)
(140.112.91.208 port 80 redirects to 192.168.0.4
port 8080)

eth0: 192.168.0.2

e
eth0: 192.168.0.3 ~_

Src: 24.57.48.123 port 28473
Dest: 192.168.0.4 port 8080
|

Src: 192.168.0.4 port 8080

Dest: 24.57.48.123 port 28473
ethO: 192.168.0.4

port 80: listening (httpd)

ethO (public IP): 140.112.91.2V

Src: 24.57.48.123 port 28473
Dest: 140.112.91.208 port 80

Src: 140.112.91.208 port 80
Dest: 24.57.48.123 port 28473

=

ethl (private
IP):192.168.0.254

A

eth0: 192.168.0.5




NAT (Network Address Translation) -

Hairpin NAT

eth0: 192.168.0.2

Src: 192.168.0.2 port 24852
Dest: 140.112.91.208 port 80

4,

FSIENEE
eth0: 192.168.0.3

Src: 192.168.0.254 port 48205

Dest: 192.168.0.4 port 8080

eth0: 192.168.0.4
port 80: listening (httpd)

"

A

eth0: 192.168.0.5

$IRR:

o H\fpHE7EE8.8.8.8 (S-NAT)
(192.168.0.2 port 24852 —> 192.168.0.254 port
48205 —> 140.112.91.208 port 80)

- EWBNHEE1E5192.168.0.4 (D-NAT)
(140.112.91.208 port 80 redirects to 192.168.0.4
port 8080)

ethO (public IP): 140.112.91.208 /

Src: 192.168.0.254 port 48205
Dest: 140.112.91.208 port 80 S_NAT

Src: 192.168.0.254 port 48205
Dest: 192.168.0.4 port 8080 D~ INAT

ethl (private
IP):192.168.0.254




NAT (Network Address Translation) -

Hairpin NAT ENGEES

o H\fpHE7EE8.8.8.8 (S-NAT)
(192.168.0.2 port 24852 —> 192.168.0.254 port
48205 —> 140.112.91.208 port 80)

eth0: 192.168.0.2 . EHBIEGEEEZ192.168.0.4 (D-NAT)
Src: 140.112.91.208 port 80 (140.112.91.208 port 80 redirects to 192.168.0.4

Dest: 192.168.0.2 port 24852 POt 8080

L
eth0: 192.168.0.3 \

eth0 (public IP): 140.112.91.208 /

Src: 140.112.91.208 port 80

Dest: 192.168.0.2 port 24852 S'NAT
/
Src: 140.112.91.208 port 80 D-NAT

Dest: 192.168.0.254 port 48205

i
Src: 192.168.0.4 port 8080

Dest: 192.168.0.254 port 48205
eth0: 192.168.0.4

port 80: listening (httpd)

H

ethl (private
IP):192.168.0.254

A

eth0: 192.168.0.5




NAT (Network Address Translation) -

AN

What if we have only D-NAT? |#@x:

X .

- XN\ FEEZ8.8.8.8 (S-NAT)
(192.168.0.2 port 24852 —> 192.168.0.254 port
48205 —> 140.112.91.208 port 80)

ethO: 192.168.0.2 . BER BN EEEZE192.168.0.4 (D-NAT)
(140.112.91.208 port 80 redirects to 192.168.0.4
port 8080)

}
t

4,

Src: 192.168.0.2 port 24852
Dest: 140.112.91.208 port 80

FSIENEE
eth0: 192.168.0.3

ethO (public IP): 140.112V

Src: 192.168.0.2 port 24852
Dest: 192.168.0.4 port 8080 D'NAT

Src: 192.168.0.2 port 24852

Dest: 192.168.0.4 port 8080
/

eth0: 192.168.0.4
port 80: listening (httpd)

8

ethl (private
IP):192.168.0.254

A

eth0: 192.168.0.5




NAT (Network Address Translation) -

AN

What if we have only D-NAT? |#@x:

<.
But th - RJ\ThHE%8.8.8.8 (S-NAT)
dtthe source | (192.168.0.2 port 24852 —> 192.168.0.254 port
does not have this combination! 48205 —> 140.112.91.208 port 80)

- EWBIGEETEZ192.168.0.4 (D-NAT)
(140.112.91.208 port 80 redirects to 192.168.0.4
port 8080)

}
t

eth0: 192.168.0.2

Src: 192.168.0.2 port 24852
Dest: 140.112.91.208 port 80

Src: 192.168.0.4 port 8080 .
EE1ENEE Dest: 192.168.0.2 port 24852 thO (public IP): 140.112.91.208

eth0: 192.168.0.3 :
Direc I

Src: 192.168.0.4 port 8080

Dest: 192.168.0.2 port 24852
Src: 192.168.0.2 port 24852

Dest: 192.168.0.4 port 8080
eth0O: 192.168.0.4
port 80: listening (httpd)

ethl (private
IP):192.168.0.254

eth0: 192.168.0.5




DHCP



DHCP
(Dynamic Host Configuration Protocol)

- BAM S E B S fJsubnet X IPERE

- Bl—1{@ravith 5 » —FR/EEEIS L —subnetBYIPIE?

- BE[E—{EsubnetfP =R EH —EDHCP server

- ItEserveri§ B B &= F TR - D ARERNIPRER

- MEREZARUNREEZFTRTEIP, SREMTESB?
AEEESRIPLFIEER (RAESDE?)
PEZE (FIHE PR AR ERS E M)




DHCP 4EB ﬂ DHCP Offer: x5 28 —HIPEFIREAER.

Src: 192.168.55.254, 67
DHCP Discover: ;588 AT LAZZ P4 FIE? Dest: 255.255.255.255, 68
Src: 0.0.0.0, 68 DHCPOFFER
Dest: 255.255.255.255, 67 Yiaddr: 192.168.48.15
DHCPDISCOVER DHCP server ID: 192.168.55.254
Yiaddr: 0.0.0.0 Transaction ID: 654
Transaction ID: 654 Lifetime: 4 hrs
Request: Netmask: 255.255.248.0
Subnet Mask, Router, Domain Name Server Router: 192.168.55.254
DNS: 140.112.30.21, 140.112.254.4

1 2

DHCPDISCOVER DHCPOFFER

Client DHCP Client DHCP
Server Server




DHCP Ack: ;2 SR8, ;5 FH.

ﬁ Ll
DHCP 48 H
Src: 192.168.55.254, 67
DHCP Request:%BﬁE}EE%ﬁlP%ﬁﬂ?ﬁ! Dest: 255.255.255.255, 68
DHCPACK
Src: 0.0.0.0, 68 Yiaddr: 192.168.48.15
Dest: 255.255.255.255, 67 DHCP server ID: 192.168.55.254
DHCPREQUEST Transaction ID: 655
Yiaddr: 192.168.48.15 Lifetime: 4 hrs
Transaction ID: 655 Netmask: 255.255.248.0
DHCP server ID: 192.168.55.254 Router: 192.168.55.254
Lifetime: 4 hrs DNS: 140.112.30.21, 140.112.254.4
DHCPREQUEST & DHCPACK
Client DHCP Client DHCP
Server Server




Some additional facts

* Originally designed as BOOTP - for diskless workstations.

e Today, You can still use PXEBOQOT on various network
interface card for diskless operation.

* A server keeps track of “lease” (of IPs), which would expire
after a predefined time period

* A client usually “renews” the lease when the time is halt over

* The lease information must survive reboot for network
stability

* Atypical lease entry:
lease 192.168.20.4 {
starts 6 2009/06/27 00:40:00;
ends 6 2009/06/27 12:40:00:;
hardware ethernet 00:00:00:00:00:00;
uid 00:00:00:00:00:00;
client-hostname "examle-workstation1";



o —{Elsubnet_rIEEE Z1{EDHCP server. [&I53%

DHCPREQUESTZ & - RJAEUSE!

MIB%E(RIBE R E AR —1E
client{s HEJ)

e Authoritative & non-authoritative:
servera] AZEH"IE48 clientfE FH E

21

AYES >

DHCPOFFER -

e C |entTL/{ FESk{EH ZBMERBRIIP » {EDHCP serverr]
oy & A Bl AY

PERNDHCP server8l = 282 E 5k
o MBFEZE DHCP serverfiZ &3 5EE. (N8

2 BEENDHCP server » & 35E

PIVESK » TiR%

BEERRDHCP

(/R

A (o] &)

N |

AP

257

.|I|n

5+

AR LA

Jarax
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A typical DHCP server

configuration file
* The following dhcpd.conf is used by ISC DHCPD

default-lease-time 600;
max-lease-time 7200;
option subnet-mask 255.255.255.0;
option broadcast-address 192.168.1.255;
option routers 192.168.1.254;
option domain-name-servers 192.168.1.1, 192.168.1.2;
option domain-search "example.com®;
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.10 192.168.1.100;

}

subnet 140.112.31.0 netmask 255.255.255.0 {
}

host apex {
option host-name "apex.example.com”;
hardware ethernet 00:A0:78:8E:9E:AA;
fixed-address 192.168.1.4;

}



