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Network Administration and System Administration
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Time: 2022/04/11 09:10 - 12:10

Instructions and Announcements

o ERRFREIH=/NE > = A—HEH o D4EFEES https://docs.google.com/spreadsheets/d
/1wBNaP24xZRQy4pbS7FGIYUayLDsY7P8xBJxpK9GbkOc °©

o FANIA gather town #{TE » &4 https://app.gather.town/invite?token=e9CFAVo03t
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BERESEER -

o THIRARLEERFH - BE - E@EARRFEREMREIMEMARBE » thFEIHERE
— i RAS(E - MR RBIEERITH > BPE 0 > LREIREEE -

- FEERTHFETENGDS  BRBRIELERIN BRAZEE > IEEERRBIRATRE
EEINERE -

. ABRETEARIN FRITEE VM B2 > ARFRES VM I ERERER » HMER

&ag-

o #R EZHBY announcement B E EHTE https://docs.google.com/document/d/1CxGxNtxwPPY
wMnenWE4c4zoGobpiGJT1DGUIvy3H21c ©

. BEHEEZEAZE nttps://drive.google.com/drive/folders/1fNNF8Qd-0B5bJLKLLr155d1s9pkz
1plv7usp=sharing (Z BB ARM) 3 http://linux5.csie.ntu.edu.tw: 18080/ F& ° zip
ENRBETERETEMRR R Mm-

o SEAREBRFEEE https://forms.gle/UxT8Y3ec5tXkCmvf9 FEEEZEARTR » F4HEE subtask ]
SEE3 X

o 5t MRESLE https://docs.google.com/spreadsheets/d/1VYhIqfr22s2-CnQL91E1w4ASWPbEVW
LIPYF8CJxUyD1lw ©

. FEREREERBEARKFAGHNERE - F2E > JRAKREEEIET -

- BEFEHEARRZE - ARRAREAFHER « BRNERNAN © AR REBH N ERMRE -
s BB So R YRR B o

e %8 4 78 Shell Script CGI PREIFEA shell script > 5 5 @& Local Judger #2158 6 #& tshark PRI
FREFAMEES © safef® script BETEBNEIERVIRIEARHIT (0 docker 3¢ T{EuL) o

o MDA 220 pts ©
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1 Wireshark % Y5 Y5 ¢ ~ %% % X 1% (25 points)
File

e Problem 1.1 ~ 1.2: prob-wireshark-1.pcapng

1.1 HTTP Redirection % % v¥ Yx v (4 points)

5A1E prob-wireshark-1.pcapng IR HASH HTTP redirect 88y URL 431l o

1.2 Playing with Traceroute % % % v¢ (8 points)

#BTE prob-wireshark-1.pcapng P traceroute HY destination (B FQDN F*R) » WM[EIZEERF
traceroute FUHEAZE » MEHIIEM TTL EVDEZ /DA FEXIEZ destination ©

1.3 Capture the Flag v % % % v¢ (13 points)

BEMMAR flag 7L nasa-midterm # > sFIRHEILEIEE flag (NASA{...} FEX)

Hint
o 1.2 FURAEECAIFEBEEFER traceroute RN ENHRRE
o 1.3: AFEFEB Wireshark BEAFTEIRNHE » BEIRESHARKEIHENSE » AIURESE
& > BER{FF google chrome / firefox 2823

Submission

o 1.1: 553&% Google Forms H{E4SH HTTP redirect &1 B9 URL #8ilk o

&ih
o 1.2: 5558 Google Forms Ef# traceroute BY destination (B FQDN %®/R) » UKRELFES
D TTL - BERFFHZMEESER - MEERHAED -

o 1.3: 554 Google Forms £fF flag ©

2 Cisco %X Yx Yx ¥ (20 points)

Resources
« {EFItEZE prob-cisco.pkt
o Packet Tracer account: cisco.packet.tracer@yopmail.com

e Packet Tracer password: Cisco.packet.tracer(

o 2F Activity Check » BEBEITIRERTEER


http://nasa-midterm-p1.csie.ntu.edu.tw/midterm1
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Tasks
Note: 188 (U0 Core) HIEHEZIHILTE » FIFHFE! (W0 : nasa.csie.org) MWAERTEMN domain

name, 28EFF o
1. (4 points) BEARRTE

e 1% Core HY hostname 5% Core °©

o #& A-01 BY hostname 5&#% A-01 ©

o 1% A-02 BY hostname 5&% A-02 ©

o 1% Core > A-01 ~ A-02 B enable ZHEEPEE B % admin » M B REELABAX ZENTE running-config
i o

## Core » A-01 ~ A-02 B9 domain name #ERE nasa.csie.org (}EFEF hostname
RERS) ©

2. (8 points) VLAN &%

« PC50-1PC50-2 :RETE VLAN 50 ©

« PC70-1PC70-2 :RE7E VLAN 70 ©

e Admin 5ZRE7E VLAN 99 ©

e A-01 £ Core ZMJ5%E trunk link » H_EERI381T VLAN 50 ~ 70 ~ 99 ©

o A-01 £ A-02 ZRISRE trunk link °> Itb— trunk link R link aggregation & °> M
AJ3@fT VLAN 50 ~ 70 ~ 99 °

e 1% Core By interface VLAN 99 By IP Hi3FE8 B A 192.168.99.1/24 ©

o #& A-01 B9 interface VLAN 99 BY IP #i3EERE % 192.168.99.2/24 ©

o & A-02 B interface VLAN 99 B IP #it5ZE % 192.168.99.3/24 ©

. }E VLAN B ERE&#H:NE » RFE VLAN ZREZEEEHNE o (HI8 Admin AT
ping & Core » A-01 ~ A-02 > M B ping REIEM PC)

3. (8 points) VTY s&E

o« UTER “=8& switch” 118 Core » A-01 £ A-02 °

o BRE=H switch EF SSH version 2 ©

iy

o FBE=EH switch B SSH timeout 2 90 b o

o E=8H switch EFTIEIRSEZES username: admin/ password: admin WABM SSH EABIMR
SRS > 0 B2 A SEMBAX BERTE running-config AR ©

o =& switch B vty 0 5 4 RERAEMER SSH HA o (telnet RHE R

a1

o RETHE * BETE Admin LfFASS ssh -1 admin <switch vlan 99 ip> BREZH
switch o (BI¥13§< ssh -1 admin 192.168.99.2 FEELRE A-01)

Submission
o FHLBTTAER . pkt 8
o BE—REMZENE > RBERBTHI/NER_ EE—DIEREMT
o BN : EEES 3 /)VERVRENL 0 1-3 /NERE—HERE
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3 pfSense %k I v 3¢ ~ XX X KX ¥ (30 points)

Resources
« pfsense-ubuntu.ova (OS for VM in VLAN 99) (account/password: ubuntu/2022midterm)
e alpine-virt-3.15.4-x86_ 64.iso
o pfSense-CE-2.5.2-RELEASE-amd64.iso

Note: ova 1&RIEBEE]7E VirtualBox » VMware EI1EEE(E o
Hint: HEEE Windows BASILRE > 5B ASHEERI NASERTE ©

Description
FEEEARRE » (REERIL—S pfSense SN = & AR EEE

o BIEIRAIERR—& pfSence EHME > ZIE pfSense-CE-2.5.2-RELEASE ° iE & [ERIEEZE
DEFE—EHIMIRAE 0 =EHRERNAE - =ZEHRAERNEDIEER =1 VLANs -
VLAN 5~ VLAN 8 #1 VLAN 99 o

o TEIFRVEBI EZEME Alpine EHE » 2 BIAE EMIRVAEREIZF AT pfSense EHIER VLAN
5 #1 VLAN 8 MBS A NE T o L pfsense-ubuntu.ova 1KY EERILRIER ©RAERERE
B pfSense EHEERY VLAN 99 HAEEAEF ©

o LAY E Alpine E#E K Ubuntu E#RIEEERE—RA K > £ pfSense £FHFHRL DHCP
Server ARTS > FEMATUEBIEVSIEE VLAN B9 IP fifdlk ©

Note: AU TEBEREFEBE VLAN 99 THIHEHE L pfsense BY Web GUI » MEZEBERALNTE
B VM FrEfEERE » FHICEEEERBEFIRHEE ova IBREA » OJ& TEFZLENERE > &
ERBEFEREMNS NRRERET AT

Tasks

1. (3 points) 3H1E VLAN 8 THFE Alpine LHT ip a; ip r IELHARTEESER - HIR >
BT loopback 4R/ TEIZIM > Alpine REHFEES] VLAN 8 WAMEAR N EAHER IP il o

2. (5 points) FEAE pfSense BY DNS Resolver BRFS » 52 cloudflare.dns 3&{E domain name
HEERl 1.1.1.1 # 1.0.0.1 EME [P filke (AJTE VLAN 5 THIKES EHIT nslookup

cloudflare.dns Eﬁﬁﬁ%ﬁ%@Eﬁﬁ)

3. (6 points) VLAN 99 TFHI23 AT LUEE] pfSense BY web GUI # ssh > fIfE VLAN 5, VLAN 8 F
RIS RImIRE L o

4. (4 points) VLAN 5, VLAN 8 THYI%23%] VLAN 99 FHIMISHMFIAEEER T ATFH > (8
VLAN 99 FHI#%23%] VLAN 5, VLAN 8 THUI23AIFRE EAR B W A EFRY o

5. (2 points) fRI8¥} pfSense M—LE(RAFETEBIIRIE » LI pfsense BRINREHIDEEREBR o 57
SREBIRUNMAI A pfSense B Web GUI EEMEILEERE ©

6. (4 points) VLAN 8 THIEEZS RAEEE! linux[1 - 3].csie.ntu.edu.tw H DNS server ©
7. (6 points) HTEM A Alpine EHHE LN E OpenSSH server > Mi¥t pfSense EHHMEMMNE
HIEETE » B E Alpine FYEHRETIAR SSH ZEAREIRLL o

4
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Submission

mﬁﬂﬂﬁ¥ﬁ%u demo » A]—R demo % o FE demo BLEBB—7E - UK ERAHRE
i o FEBERFABTE > URHRE demo EH o
Hint

o IFFEMFER setup-alpine FILUBSRERIE Alpine Linux BERIERIER o

o Lab ER GRIMMHNFAK °

o pfSense EA XM BEBIMEVFAAK ©

o pfSense MY Aliases 2 IRIVIFARK ©

4 Shell Script CGI ¥ ¥r 77 v ~ ke kK Y vy + 0.5% (35 points)

Resource

o RAIMAETER—REHEFEIBHIT Script AR Docker IRIE :

— docker pull brianbbsu/cgi-grading-env °
— docker load -i cgi-grading-env.tgz

— docker build -t cgi-grading-env - < cgi-grading-env.Dockerfile

Hep » HREANE Apple M1 (arm64) B » BERMEZFEAE =S X build image °

Description
{RENZEA Shell Script AT B AERIGYE | THE—{EFR Bash BRIRSEEF) :

#!/bin/bash
printf "Content-type: text/plain\n\nMeow!"

R EER TR B8 TR ~/htdocs/cgi-bin/test > G HEH R AR IT > WITHIZIEIREE
https://www.csie.ntu.edu.tw/~<username>/cgi-bin/test * MM BHE—ERIZEM Meow! T !

#ia NEARFERTE (Common Gateway Interface, CGI) 1] » {E{RISESEIA ~ B ~ UREEBIRIR
SRR gz!:J:%B EFRIEE A BRI T‘Lﬂﬁljt fEth > {REER Shell Script HKiEE —LERS
B CCI BEFERA

"https://en.wikipedia.org/wiki/Common_Gateway_Interface



https://docs.netgate.com/pfsense/en/latest/services/dns/resolver.html
https://en.wikipedia.org/wiki/Common_Gateway_Interface
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Environment

EPIEELIIERIA Docker IRIFHFERE CGI RPITIRH Script ° ZIRIBELLRIFUTHRE
Shell : sh ~ bash * zsh * fish * ksh ~ tcsh © fREY Script E#MAE /usr/local/apache2/cgi-bin/
2 WEHFZMBMNE—E (i.e., /usr/local/apache2/) BEABM o

MREFE B LA > FAIUBITTIANIES - B EERERRERNEZEE ST
http://localhost:8080/cgi-bin/ [EF ©

docker run --rm -p 8080:80 -v $(pwd):/usr/local/apache2/cgi-bin -d cgi-grading-env

55 Rt 2%E EEB Example > 38 Script B7E L{FL LRI o BEFRE > BIEIELLEY Script
B FREHMEEE EHITHY > R EBRASS Shell BRISS > FIUAISEEE B ZERHITAK
T o B BEBROIFEERMNERRE > BRFESRERFBEFN Script MERNBH - EXH
TR > BERNBRINBREZES -

Rules

« BEREPRA Shell Script ° [RRBLE Docker IRIFIEHIIFAA TRIMSSIBRILER - BFFEE
A ERRERERNELREMEN

e FIB Request A7 > FFIFEIZHIAUM T (82 Request Path R username) AIREEHIBMFETE
&2 [a-zA-20-9/-_&=7.:]

« Response Body AR EETREBMRBAFNRN (E—1THNITEHERIRTT) » FBRD LAY
EREFEREBROHES -
Hint
o Script FAFRECIRENM shebang

e Request NEREENGEIRIZEHE - FIMIERRE POST Request HI5E » Request Body HEIE
A (stdin) °

o env EEELAMUNEREREEY EEHESZERENGA > FFAREES -

o jq BETAAUEMER json > HFEREA ° A json W EZEEZEZNME > AR
!

o exec 2>41 HBEEMIE Script BIRTEIR]LARIRTE Response 2 HE ZIZEHRFAASE o

Task 4.1 - Hello, CGI! % % Y% v v¢ (7 points)

FoREEH — T8 | 557F Response B —1THiIH Hello, CGI! » WTEFE ZITEIHEX Request BY Path ©
ZHIRER » BFME <url to your script>/123/abc #3X GET Request BF > fREY Response B
NETEERK !

Hello, CGI!
Path: /123/abc

i

AR MRRBH <url to your script> X Request » {REY Path ERER—EZTZFHE (BE

HERZRRHF—EZER)
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Task 4.2 - Page View Count % v¢ Y% v¢ (8 points)

BETRBEE—EZIERHELA I ! Response FEZEE—EHE » XKRZ Path BB T4 K - F
Ah > IR EZ R Request B Query String 18&¥F (exactly) =2 reset ’ BiEiSsZ Path B BREERS
BHEE - K TTE—EnENEEIBEE !

# curl "<url to your script>/pathil"

curl "<url to your script>/pathl"

curl "<url to your script>/path2"

curl "<url to your script>/pathl?reset"
curl "<url to your script>/pathil"

curl "<url to your script>/path27a"

curl "<url to your script>/path2/"

oHE N HFENHERR H~S HEDNDH -

Task 4.3 - URL Shortener v % % v % + 0.5% (10 + 10 points)
=% > BAIREEEALETAR ! ILEEME/NE » U TEmE/NEEARIRA

« & Response B Status Code & 200 Kf » Response Body BIRERBJUABER ©

o UNR Request BY Path A7F7E > HE Request Method A¥ (H#15% POST BY endpoint YXF!
GET) » s5—12f#%X Response Status Code 404 ©

« POST Request Y JSON #ER &AM > MEREFERVEAL - ISON BWEER IS HFE
B —{EFER o

o :51FF Status UK Location EMfE Response Header RMIEIFSE Response Status Code LA
Bz Redirect FY4T4y ©

SIMRAIUTEE BREAZ B BRI E B EENARER curl X POST Request BIF T ©

Task 4.3a (10 points)

HEEUTME endpoint :
e POST /signup : Request Body @&—1E JSON » A username IR password M{EHLIE EH
MRS AIIRSEZLDE o
1. MMRIRFEHBBEAZE (REA 0) » HEIRTFEELKFERE » 5AH1X Response Status Code 400 ©
2. B8 > 55/FEX Response Status Code 200 > M B Response Body A FHI{T :

200 OK
Signup successful
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e POST /verify : Request Body ®&—1{@ JSON » A username IR password B EERENIR
SRR o

. MR ZABRITZIEAR S WA ERE > 551845 Response Status Code 401 ©
. BB > 55154 Response Status Code 200 > M B Response Body MU TR{T :

200 OK
Verify successful

Task 4.3b (10 points)

ETRAE 4.3a BIVEBELUT =@ endpoint :

e POST /create : Request Body B&—1{@& JSON » B Z A M{E# (I username * password *
destination * ER short ° short A EEE /

1. MRIRSKEZIBHAS AR IER > 555X Response Status Code 401 ©
. BH > YR short A% > BE short EREH—1E endpoint I IBE[E (signup > verify

create) * WEEBKAMERELBHEMITABIL » 55{EEE Response Status Code 400 ©

. B BRI —ENE <url to your script>/<short> #HE| destination HYXEAHIL > Re-

sponse Status Code 200 »> M H Response Body A TMIT :

200 OK
Create successful

o GET /[/1+: MNRER—EGFEMELEL > BIiEFERAZELL Status 302 Redirect EEFERY
destination > FHI{FIX Response Status Code 404 ©

e GET /[~/]+/info : MNRAIH D B—EFERIEATLUL > B Response IS TRAITHRE > &
BI[f53X Response Status Code 404 :

200 OK
meow is created by brian, redirects to http://example.com

HM meow » brian * £ http://example.com FEIEANEFERY short » I ER username ~ 4
&2 destination ©

Task 4.3 Example

ETR—ErSERNEERTE

# curl
-d
200 OK
Signup
# curl
-d

"<url to your script>/signup" -X POST \
'{"username": "bb", "password": "pwd123"}'
successful

"<url to your script>/signup" -X POST \
'{"username": "bb", "password": "pwd123"}'

(Response HTTP Status 400)
# curl "<url to your script>/verify" -X POST \
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-d '{"username": "bb", "password": "pwdl23"}'
200 OK
Verify successful
# curl "<url to your script>/verify" -X POST \
-d '{"username": "bb", "password": "pwd1234"}'
(Response HTTP Status 401)
# curl "<url to your script>/create" -X POST \
-d '{"username": "bb", "password": "pwd123",
"destination": "http://example.com", "short": "a"}'
200 OK
Create successful
# curl "<url to your script>/a/info"
200 OK
a is created by bb, redirects to http://example.com
# curl "<url to your script>/a"
(Response 302 Redirection to http://example.com)
# curl "<url to your script>/b"
(Response HTTP Status 404)

Submission

IEEEPRA Shell Script © 3E % LEFERY Script ©

5 Local Judger % Y5 Yr %% ~ WX X v oc (25 points)

Resource

o Nasa-Midterm-Judger.zip

Description

7 Lab2 B > HAIBIET S M JudgeGirl Judger » BH % NTU CSIE M24 > BRFEZBREER
EHEEED JudgeGirl » FFEARKNARE DSA fl ADA BEE - EEKRERMEEEFTLINEMN
Local Judger !

A5 script (RFRRE shell script) 2RE{E—1E local judger » TEH#IA.c IEEBFEH gec HRsZF > LERTE
B RIRAG ARV R B R H 2RI, o MITEIBRZE option 9 > B —1E.c BIEAE—H—EZ2H -
MREER » WRIREY script MM judge » ABEEE UM TS XHHIT -

./judge [option] code.c

fREY script K BEMGEESFERHENFARNER » WIRFREENRINEL - RIFEFERX > 19
FEBRRXIE—ENRER options °
sminE IS T RIS TIRFR TR script BYEHZK o
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Rules

ER—RRH gec MMZBERJLUUTTAMAES > LABEMETHINGFEZESH -

RRAFEELIE Accepted ~ Wrong Answer #] Time Limit Exceeded =FEFFAIZER (81 Lab2 #H
Et > /7 Compile Error) °

F& json 1§ ~ option #EEEFHILE ©

FrEE T2F) ARNFREREESNNERXNFER ([a-zA-Z]1) » BF ([0-9]1) LUK dash
(-) BY ASCII F& » WmERE/NR 20 ~ FELL dash BEE ©

77 AR EERRRIER) - MITREIARM Submission EREEPIEIALF Time Limit Ex-
ceeded HEIEE - BENRNWBEAX —RIEFERES/ER (BEGHBRENERERRSR) ©

BT script BUTRRE - FANGEANBERBE - 1RTNE EABMIERREES
BREE o

ER MR E R » SOOI TT LB B RE AT ST R R0 o

ST o RH9 script B ta J5M8 group K FRYREEMEMEMAE Linuce TIFEEBHIT - OB

BEHEERE ta B8 group [E THIERE EEMNBITIRA script BIA] - EEEENTAISTHMN
AHIEFALFIRH FERYBE o

Task 1 - Local Testcases % Y¥ v¥ 7% % (6 points)

TEEEFESHT > (RIFFHE Lab2 FIEMINE JudgeGirl BB R TR A7 T ELARE B RIZEHRE
BERHHRETR o BERRER

FRrERV R BRI W IFTE testcases BEBREKET o
ARBRRERS  EEIHENSEEMEBEENST - ME—FAHABTRNNEFS nane » H
T MErE R R E M HIRTE testcases [EF ¢

name.in, name.ans

H name.in KREH A * name.ans KREEREE o

Wrong Answer MFIEIEAERD TFEE—ESU LUENF T AHER
Time Limit Exceeded MYFIENEEZL TEXNMITEB T o

RBY script BHWHIELE testcases BB THIT ©

B AE R SABEMUTEELETE stdout (B2 Lab2 AHME]) :

—————— JudgeGuest ------
Data DIR: <directory name>
Test on: <cpp file name>

<testcase 1><verdict>
<testcase 2><verdict>

Hep:

10
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— <directory name> EE(EFEFEFEES testcases ©

— <cpp file name> EBWARN .c ERESR -

— <verdict> RIFAER > OJRER Accepted * Wrong Answer #l Time Limit Exceeded HYE
th— 7 -

— AHER NG DIEFFLUAEHEBE RS FH dictionary-order HEF ©

— B Lab2 FF > G AIHERLFE > hME LB IREIH <testcase i> 2 FAMEIE
TRAEREET 20 AL - ERF EHRPAIZEE testcase M verdict FEZNN
ERNRARRARMFRFAENRF /R 20 MUEHERIIRE 20 BEEABERE
IR o

Task 2 - Options % v Y% Y v¢ (4 points)
H AET—EF1EFS > 1RV script FEEFEINTELIT =FE options :

e —-d <directory name>
AFRAARERERBUETE <directory name> [EF > FBEFRFTTERDY testcases BNAZE
R > WFE(REILE Data DIR: <directory name> FF&AMERIKLIBRIEENERI KBTS

e —c <executable file name>

[R4% Wrong Answer RHIERRZES FEE—ERU LA ENFTTAHERT o E1E option KRFEM
1 E A —EERIN AT I THE R IR B IE R o (BREZ AT HITIENAF % checker » AIFEH

./checker <input file> <answer file> <output file>

RATERERREZEZANLEEFNER > BOE 0 UK Accepted ~ [EE—EZE 0 HVER
(e Wrong Answer ° BE7RER > MRIREITHEFLARVAE L F S nane » KREIAS name.in
[EFEREZE name.ans ° {RERITIE ¢ code FVEAHTETE name. out BI:E » AREHNIT

./checker name.in name.ans name.out

BRI RIECIEEHERSRB - ERTENEINZ BT ERARARERTH * A EEE
FAZREE R ARINBIARTT I E ©

7 TERIREIESE > 5.2 {Ra& checker RFIRREREN ./ FEAITER I AT

e -t <time limit>

<time limit> AW BEBEMIRFEE » ARZRAHNWEIRHEENS <tine 1imit> Fb o
AEE options AISEEUERIEFHIR » B2 IPESEEAN.c EEZAI ©

Task 3 - Subtasks % % y¥ Y¥ ¥x (7 points)

H AT —E F1ETS » {RAY script @ EEW DSA 3 ADA M BEEH—RIEFIHRE - HRNEHE—
ERANERZEIRONEEAERS » FIUERVRESEER2ELR—PT AR 1FEK 7
MEEBE—R » RME—F —PEERIERIATE » Mt —RK o LGEBE LTERIED D EUE
AIRFE c Bt —@ TFEF) > SEFEHSESECHNIEMNeHERZIMN DURERM) - BReElE
E2L FEEXR EEELTBABEF S TAMLE IR » FrLGRAREE S EZEAFEIHE
ko WHRESETFER  SREZFEREREEEN NIHERNM 5E28EA > BNES T4
FEEFEFNDE - MEE Task MEFZHREELE—ESKRTFHRE -

TENSEFERERN TAHENM THED  tRLRNERE LR NESET IR
GEEEEE IR TR TR

11
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ERSRER » RN script WAZE

REMTFN2HLTES subtasks. json ’ subtasks. json e

HAUTEZNEE2E

"<subtask name 1>": {
<number>,
<regex>

"score":
"testcases":
},
"<subtask name 2>": {
<number>,
<regex>

"score":
"testcases":

3,

BXRIMSZIRIAT option .

-s <JSON file name>

—EEFMHIIEY JSON 15

;'ga\/

=

==
REBABEW subtask HFAERE °
<number> B—{ENH 0 ~ 100 BIEF > FFA subtasks BY number 42F1147% 100 ©

<regex> =—{ERARTERFHERAMBA regular expression » A BRE &L E2HR » BAKRAE »
EEEFIT [a-zA-20-9-7.+%"§|] (Taq:'ﬁ'?ﬁ) o HAT)EEER tﬁl?rﬁ?“ﬁfﬁﬁm r%?@ﬁﬂ
E#% regular expression BRI BRINEZ SRR » EREETFERSI WALE

Subtasks WEE BB 5 ZE o

BE > THHTAAFEFERBHAERE > FERIMNALUTENR :

<empty line>
Subtask <subtask name 1><verdict>
Subtask <subtask name 2><verdict>

Total Score:

<score>

Hep !

subtasks P& HRYIEREEELL subtask F M dictionary-order HERF ©

it subtasks BFER > IR LR NIREIAY <subtask name i> BAMENRIERAFEREE
| 20 ALk o FEF EMAR A ZBETE subtask name M verdict FEIZIMNERNREZER
AEMFRE ?E‘E?’*E’J%—T—’J\EA 20 > FRATERZEREIRE 20 BEBEAERIRHIR ©

<verdict> 1RIF4E R > AJSERE Passed # Failed EHP—FE o HIR Passed BIRGE BMEEZ
% subtask IRZIMY testcases 2EIETF Accepted ©

<score> ;2fE15 Passed BY subtask BY score 4270
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Task 4 - Dependency Y % % Y v¢ (8 points)

# A AFI—{BF1EFS > £ subtasks.json A BETFEFAIEEZSH—EZH include » KREZ T
EFSBIBIIREERR T BB testcases BEIRVAIEH BRI - BIEMHR include REINFIBEFEHER
BEAEEIEEDE c HH include HEIIT -

include: ["<subtask name 1>", "<subtask name 2>", ...]

Hrep:
o TREEFAARM subtask name FEBRAREE °
o« AEEENRI BEIAEEE—E subtask B9 81,82,...8 {18 51 include s9 © $9 include
8§3 N et s sp_1 include s, H s, include s ©
Hint
o Script FATAECIREN shebang ©

o fRAJIALL Lab2 BBY shell script EFERRANEFERE - ERANINUBCANNESERS —
B -

o MRMMEEXBLERE > TEIUBFTHHIRHER » EMAIUABRAVEBNRIEMRE o
o AIMEA jo* EETAREEH AL JSON & o

Submission

FHIBEA Google Forms EERIHITHY script (FB—EE TR shebang) > M ABE(RE _E1ERY Task o

SERBIABNE—E Task BEBHEHFE Task » FAURKADRINES HRANSINES
B Task] > EZRLERFARBBZE > BAIN Task P E—EHRAER ; RZKBEAEGRS
HEERR B > FTU A BREZEEE Task 4 EE o

6 tshark ¥y v vy (20 points)

Resource

midterm_ p6.pcapng

Description

FEEEKRE > MERE—EHEE > MBERTREBE script(RRE shell script) BUEEIEEZEK
(RBR output format > FELRBIEERDTT)

’https://stedolan.github.io/jq/
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Tasks

1. (4 points) 3E&EEt pcapng  UDP ~ TCP DRI EE (frames) URERIE (bytes) ©

2. (4 points) FEABHEM A —E&ERM » AEHIESE pcapng B EIARPZEE BRI EH (frames)
KRERE (bytes) °

3. (4 points) sEHEEHEE IP OB HIRAIREL (src, dst —REEHE) > FIUN: —1@ 54.250.40.42-10.5.5.207
EE > EORETEA 54.250.40.42 B9—R > LUK 10.5.5.207 B9—X » T—1& 10.5.5.207—54.250.40.42
M6 > hEFES 10.5.5.207 BI—3 » WK 54.250.40.42 BI— o TIBHIRN KB S EE
IP fRHIR K EPEFYE (HIRXEMESL) o

4. (8 points) BHIEEEFFEA server £ client AEZEMBFEH—E mp4 & > FRBEE=ZFENER
FIERRTHERY client ~ server » WEFA script EEIEZE o

Submission

o Problem 1: 558 Google Forms _EfEFRI#TTHY script(F5E2 & shebang) MHMITAER ©
] FRHITHR

« Problem 3: 553548 Google Forms EERTHITHY script FIT4E R
===
]

o Problem 4: 553&# Google Forms EERIHITHY script(FHE & shebang) K mp4 HBHREE o

( )
o Problem 2: 583548 Google Forms EERI#1TH script(G5E & shebang)
( )
( )

=1
B
==
B
6 E shebang
==23
B

7 Partition Y% Y% Yx ¥x (20 points)

Resource

e Nasa-Midterm-Partition.ova

— PR5E: nasa2022
— ZHE: nasa2022

Tasks

1. (3 points) Paul Huang R/NUVGHEIBIRTE secret-lv &1 logical volume ZH > FHHEIHIE
BBTE secret-lv PRV EIERE (1BEEBMHEA flag) ©

2. (7 points) HEIMWEZEE (MR BIXEMWBEDAILUM > BRI snapshot — FUFEIRELERES

M) > secret-lv IEBLRAT » BIRKRUTEESZHHUIEIERE :
p.s. BEPM XXXXXX BEITREE Team ID > LEMERIEFIEY Team ID & 5> Fig
XXXXXX X4 000005

o BBR /dev/sdb2 & o #& /dev/sdbl RAE (%F) 2G

o FEH5EMM /dev/sdbl I volume group Mi#E$ % nasa-XXXXXX-vg

o fEF nasa-XXXXXX-vg #II—1E 1.5G #Y logical volume *> W% nasa-XXXXXX-lv

o ¥ nasa-XXXXXX-lv ##(7f /mnt/nasa2022 k£
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SERBEE "1sblk /dev/sdb; df -hT /mnt/nasa2022" BIBITES
3. (5 points) IRERZIREEFIA /dev/sd[c-e] L RAID 5

o FA /dev/sdc, /dev/sdd, /dev/sde BIL—EKR/NA 2G BY RAID 5 BIRDE /dev/md0
o HETE /mnt/nasa2022-raid5

SERBEE "1sblk /dev/sd[c-e]; df -hT /mnt/nasa2022-raid5" HIEITLER

4. (5 points) T VM #BFE—E docker FENBEITHVAIG A nfsd server » fRAILUER "docker
exec -it [CONTAINER_ID] bash" ZR7FER o sA5TAl FIUECE !

o 7E nfs4 server BY container FEIERERIZE /share/nasa2022-nfsd

o & nfs4 server container B9 /share/nasa2022-nfs4 #EE AR (RS VM) B /mnt /nasa2022-
nfs4

TR EEETEARE E "df -hT /mnt/nasa2022-nfsd" BTSSR

Submission
o Task 1: 553848 Google Forms [BIZIEE (flag) AR
o Task 2: 553&4® Google Forms _E{EEE
o Task 3: 553&E1® Google Forms H{H&[E
o Task 4: 553&E1B Google Forms _E{HEE

8 Docker Doko? Y% Y¥ v v¢ ~ %% % % % (25 points)

Resource

o linux[1-15] TfEIL_ERY /tmp2/ototot/Nasa22-Midterm-Docker-Doko.qcow?

« Google Drive B Nasa22-Midterm-Docker-Doko.qcow?2

Description

EERAKXEP > FEETRMN QEMU EERIRIZEHIRIEFIENIES » (REIUTE LmE5 H AV @i
FESEMEREN qeow2 1B - TIRMMNEREAA MERMBLAIRAIIRSE lanzhu B2 mia > RENKRIE
MRS A dodoko ° BMEEBTE docker 1@ group M » MIRIEABY docker Z—F%HY docker FC
B > WARRZE rootless docker © 2R EIMVIRIERPITIRIZERIE » AIUBZUTIESEREREKIRE
BRENEKAS EIRE -

1. gqemu-img create -f qcow2 -F qcow2 -b [SRC].qcow2 [DEST].qcow?2

2. gemu-system-x86_64 -enable-kvm -smp 1 -m 2G -hda [DEST].qcow2 -cpu host -display
curses -vga vmware
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Tasks

1.

Hint

* K v vr vy (7 points) Rina #ET —EZER IEERIE 854F docker BUEF45 LanZhu > BR2
Rina #5 LanZhu BIEHER/CIE /usr/bin/docker filiE T » EIE LanZhu RERINEERSE
B docker IELIRME docker » MBMHUIZRE root #EPRAEEFTZEE docker ° BEHRBEMRIERH
BERIGRMAE EIEZERE L RN IN AR E » HLbith A ZIRAEE BTSRRI TR 2R
YE docker ©

LanZhu #ZE(REEEMIEILE—E alpine BY Image YT LE#4T echo hi Rina > EERE—F,
KR E R ZREEFEIIT docker run apline echo hi Rina FMHEER > M3BEB Google
Form E{EREEEBAMIIAITHEIE (FAINE R ETS< HEERmENEE)

x SREZEER lanzhu BUMRSEE AIR(E

% % %k Yrvx (3 points) LanZhu ¢ Rina FR#EITERIIREREEZE S LE Rina URTEILR
docker Image > M H Rina ERFER/OTEZ Image P T FAEZHIRVREZ » FIE Rina &
RXEMZEILT—E > BES Rina BFERREER > FILURBEERN Inage STERPR > 3
BRAIIE LanZhu IHREBERZLIRERASIEF ?

x BREFEER lanzhu FUMRSEZE AR(E

% % % % v (7 points) Rina BFURIBERFAMHEAE docker LENEEREZZ » FILMETL T —
& container MiE2KIE B S8 shell » BB AR E BENEAZ container 42H » FiBIEEIRE
BRI RE S R ML BT M PR TEAYE @ container BEHBEILFTHY container > EUEIIFEA docker
BARME dind image #3Z 7 —1@ dind container fEAE ABE AR container » :BIIE EFEMR
BT docker I5SHIER o

5F : 5% container W3§< docker run --privileged -d --name rina-base docker:dind =3

&

BILYF container & Rina 7E5% container FBE X H 7 218 container » B MhIEILI4 IS 44
LanZhu MYBRHESECILARLEAEMEAY container BARA Y > EUMLEA THFZRAEIR o IRAIUAKE
LanZhu EITH Rina ABLE container #2ERM container RARAME?

x SRR fEA lanzhu FIRSRE AIRIE

% % % % % (8 points) Mia 2% Rina FIERER » WBREKEA XNEILFE T —{E dind container
WIBE 2R shell {24l > EECEBABREHIZESZ container #£H > BRIMEFIREHRTE
Buth A REW A B ER R SNEER > FI90 Mia IAREEEZEE You FECHXBEET
FEIIHIAEZE /home/yuu/secret > EAMHEIREETEE 2 container ¥BE T ©

{REEE BN Mia BEBIMFRTERY container » WA root BYF 53 #1T /home/yuu/secret MH?
x JERBsA LA mia RINRSEE AIRME

EEBFAILED—T

AIU2E R—RIRIRHINIE S RER ©

[Task 1] H¥ docker AA » JIFEHEXFE—T Docker API Example ©

[Task 1] PEKERLAIRIENGE > BERRTHEREINRA > BEREZENASR o
[Task 2] BWFLE Image OE ?

[Task 2] B/EFEE Image SUAHKIEIIAIE ?
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o [Task 2] Docker API Reference f2EATEEHY Docker API Bl ©
o [Task 3] container EHEINENEER ?

o [Task 4] dind container EIZHIELH HELFRIAIM G E ?

o [Task 4] BEHM docker (docker escape) B E G EEMIE ?

Submission
o Task 1: 553&E4® Google Forms H{H#&[E o
o Task 2: 353&E4® Coogle Forms [BIZZIERZAR (BB I NASA..) °
o Task 3: 5H¥XBIZL Demo F1E#E Rina container #2HEAY container BHIYAKRS o
o Task 4: FHBIE Demo X root 7T /home/yuu/secret BIEESR ©

9 Dockerized Ping Pong! v % v< v 3¢ (20 points)

Description

EEEKRE  REESBEL docker network JR:EME docker image FHIFZEXNEAHBE © sHL BT
& docker hub pull L 'FHY images -

e jasonl1024/ping-pong:alice
e jasonl1024/ping-pong:bob
EmfE image PRENEMBIFFEIHNMT !

o alice: 1% bob E3FEE TCP ER bob FA¥A ping pong

« bob: E%F alice 823%Ei8 TCP R alice BA¥A ping pong

Resource

« 55B1T docker pull jason1024/ping-pong:alice £ jason1024/ping-pong:bob MI{E image

Tasks

1. (12 points) #ILFTHY docker network » 53 A alice ER bob BY image EIZ% M alice ER bob HY
container *> M attach EI[E—1& docker network > :Emi & EF#EIT ping pong o MIRKIN > ME
N HESE A ping pong FE ©

2. (8 points) R docker-compose.yaml > FERBEE(ER docker-compose up {ER]LAGE alice R bob
B4R ping pong °


https://docs.docker.com/engine/api/v1.41/
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Submission
o Task 1. 55384 Google Form HEHA—ERINEL ping pong BIZHIEIE o

o Task 2. 581548 Google Form 1& docker-compose.yaml BIARA ALY docker-compose up M
PO SE IO s =
3 ping pong BIEZHIEL[E] ©

o BAAEM Task 2 BIEESZS Task 1.
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